As our customer, you play a vital role in safeguarding your financial information,
particularly as fraud schemes such as impersonation and Business Email Compromise (BEC)
become increasingly sophisticated. Fraudsters are also leveraging artificial intelligence (Al) to
create highly convincing phishing attempts, including realistic emails, text messages, and even
voice or video impersonations that may appear to come from trusted sources or someone you
know. These tactics often create a sense of urgency, prompting immediate action without proper
verification.

Open Bank maintains robust security measures to protect your accounts, including
transaction monitoring, fraud detection systems, and account alerts. If suspicious activity is
identified, we may contact you to verify transactions or temporarily restrict account access as a
precaution. Please note that we will never ask for your password, PIN, or one-time passcode, nor
will we instruct you to transfer funds to a “safe” account.

To further protect yourself, you are encouraged to:

e Verify any unexpected requests for funds or sensitive information using official Bank
contact channels

e Use strong, unique passwords and enable multi-factor authentication where available

e Regularly review your account activity and promptly report any unauthorized
transactions

e Avoid clicking on suspicious links or sharing sensitive information via email, text, or
phone

e Call and verbally verify the legitimacy of the request

Staying informed and exercising caution are essential to reducing fraud risk and ensuring the
continued security of your accounts. If you receive any suspicious requests regarding your

account, please contact us immediately at (213) 892-9999 or support@myopenbank.com.

Thank you.
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